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Prologue: Modern Health App

• Your data is safe

• We do not store personalized data

• EU GDPR

• California Consumer Privacy Act

• Secure by Design

• HTTPS protocol encrypted with
TLS (Transport Layer Security)
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Starting Point: Matching Attacks
Anonymized dataset containing

confidenital information

Zip Age Sex Confidential

15XX 70-75 F . . .
12XX 25-30 M . . .
95XX 65-70 F . . .
11XX 15-20 M . . .
12XX 45-50 F . . .
...

...
...

...

Unanonimized dataset containing
no confidential information

Identity Zip Age Sex

Alice 1161 19 F
Bob 1234 27 M
Charly 4854 45 F
Dave 1277 28 M
Eve 9584 68 F
...

...
...

...

Adversarial goal: match the databases
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Open Question

How can we access the unanonymized dataset?
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Idea: Conditional Anonymity

• We gather publicly available statistical data.

• Using population statistics, we estimate the anonymity set size ψ(⃗a).

• We refine the set size by each auxiliary information we have.

• We define the conditional anonymity set for attributes a⃗ and b⃗ via

AP (⃗a | b⃗) = ψ(⃗a) · Pr
[⃗
b | a⃗

]
.
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Conditional Anonymity Sets
AP (⃗a | b⃗ | c⃗) = ψ(⃗a) · Pr

[⃗
b | a⃗

]
· Pr

[
c⃗ | a⃗ ∧ b⃗

]

ψ(⃗a) = 10 Pr
[⃗
b | a⃗

]
= 0.4 Pr

[
c⃗ | a⃗ ∧ b⃗

]
= 0.5

AP (⃗a | b⃗ | c⃗) = 10 · 0.4 · 0.5 = 2
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Comparison To Prior Work

Matching Attacks

Identity Zip Age Sex

Bob 1234 27 M
Dave 1277 28 M
...

...
...

...

Use an exact database
Counting all matching entries

Conditional Anonymity

Attribute Value Perc. Set

Zip 11** 100 % 2000
Age 25 - 30 15% 300
Sex M 50% 150

Use of statistical data
Compute an abstract group size
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Accuracy of CAS: AnonLand
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Accuracy of CAS: AnonLand

AnonLand has 102.5 million citizens

• The age distribution is modeled using a trapezoidal shape

• Gender is distributed uniformly random

• Height and weight follow a normal distribution

– 5 metropolises of five million inhabitants each
– 25 cities of one million inhabitants each
– 250 counties of 100,000 inhabitants each
– 2,500 areas of 10,000 inhabitants each
– 2,500 villages of one thousand inhabitants each
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Accuracy of CAS
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Data Request
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Our Dataset
Currently, we can calculate anonymity sets for 1 084 230 346 people.
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Data Response I
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Data Response II
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Case Study: USA

• Avg. CAS: 77

• Avg. CAS in red area: 2

• Avg. CAS below 5 in 97% of the
counties
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Case Study: Flo app

• App users avg. CAS: 20

• Avg. CAS below 5 in 97% of the US
counties
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Visual Anon

• 26 177 413 people live in Australia

• 7 860 of them in Abbotsford

• 3 981 are male
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Visual Anon (Age)
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Visual Anon (Height)
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Visual Anon (Weight)
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Visual Anon: Result
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The Smallest CAS Size
Country District Minimal Set

Australia Acton 1 male
Alps - East 1 female

NZ Chatham Islands Territory 3 males
Chatham Islands Territory 3 females

Japan Nakagusuku-son 19 males
Nakagusuku-son 34 females

US Bastrop County, Texas 82 males
Riley County, Kansas 165 females
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Gender-Specific CAS Differences

Country CAS (Male) CAS (Female) Male/Female

Sweden 13,020.80 12,983.48 1.00
Iceland 4,381.61 4,357.64 1.01
Norway 7,465.53 7,350.08 1.02
Hong Kong 10,551.02 2,672.81 3.95
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